Initiating a TCP Connection The Three-Way Handshake

client server SYN C, WIN C1

SYN S, ACK C+1, WIN S1

SYN C+1, ACK S+1, WIN C1

Established

Established

Server X terminal Attacker

SYN A

SYN S, ACK A+1 SYN A+1, ACK S+1

Data

Response

Figure 1a

Figure 1b

Responses from the X terminal get sent to Server, but the attacker anticipates the responses from the server back to the X terminal, and successfully spoofs those responses.